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------------------ - 9TO IpOABUHYTas IpPOrpaMMa KOMaHOHOM CTPOKH, KOTOpasl 3aXxBaThIBAeT U
3alKChHIBAET B peXKKUMe pealbHOr0 BpeMeHU pa3nuyHbie mpoTtokonsl: TCP, SSH, UDP,
Serial, Pipe Network Monitors (SNMP, SNMPv1, SNMPv2c, TFTP, HTTP, SMTP, FTP, SSH)
- [logmepxuBaeT coobuienus Unicode u Heckonbko KogupoBok (ANSI, UTF8, Unicode 3.2,
ISO 8859-1 u ISO 8859-15) - ITommepkuBaeT 21 pOOHOM SI3BIK: aHTTIMHUCKUM, HEMEIIKUH,
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(bpaHLy3CKNUH, NCIAaHCKUM, TPeYeCKUl, TaTUHCKUM, PYMBIHCKHY, UBPUT, PYCCKUH,
BEHTEPCKUM, TIOTbCKUY, YEIICKUM, NaTCKUH, IIBEICKNM, HOPBEXKCKUMU, QUHCKUH,
WCJIAHJICKUY, KOPEUCKUH, TYPEeLKUY, BbeTHAMCKUM, apaOCKuM, STOHCKUN, KATAWCKUM S3bIK
- [TogpepxkuBaeT yganeHHoe noakioyenre K opyruM IIK ¢ yoaneHHsIM ynpasiaeHueM - OH
XOpOIIo paboTaeT B CETEBOM cpefie ¢ 60yiee YeM OOHUM OTKPHITHIM coequHeHneM - OH
ofepKUBaeT MOAKIII0UeHNe yaaneHHoro ynpasnesnus (RMI) u3 knuenTa Java u
ActiveX/COM. - AKTUBUPOBAHE! BCe KOMIIOHEHTEH], ITOAepKUBaeMble aHaTUu3UPYyEeMbIM
IIPOTOKOJIOM, C TPaBUJIbHBIMU HaCTPOUKAMU UIIU C IPaBUJIBHBIMU [TapaMeTpaMu. -
ABTOMaTH4YECKOE MOJK/II0YEeHNE K JIOKaTbHBIM UHTep(ericaM, UX MOHUTOPHUHT,
JKypHanupoBaHue coo0ImeHuM - MOXKHO OTKPHITh KaK BUPTyaIbHYI0 KOHCOJB (serial, ssh,
console, fstream, ceTeBrle MOHUTOPE!) - MOXKeT Ionny4aTts - MoXKeT OTIIPaBUTS -
MOHUTOPUHT afgpeca U MOPTa, B TOTHOIKPAHHOM pexkuMe unu 0e3 Hero - MoxeT
KOHTPOJIMPOBATh IIepeaHHbIe UK MTOTydYeHHbIe 6aiThl - KOHGUrypauus cokera uiu MoToka
- MoxeT mpoCTyIInBaTh CETeBOM TpahUK MU IPOCTO OTCIIEXKUBATh OAUTH JaHHBIX
(MoHMTOD MOpTa unu uHTEepdeica) - CobcTBeHHEIE IMTAa0I0HE, IOAIePKKa COO0IIeHNH
Unicode u Gonee ofHOM KOOUPOBKY - 30paHHOE, n3MeHeHNe KOHMUTYpaluy, Koraa
ceTeBble COOOIIEHNS BhIfIe/IEHE Ha IIaHeIu coobuieHnii. - OToOpaxkeHue KypHaJoB B
TEKCTOBOM WM rpauyecKoM pekuMe Ha IMaHenau coolIeHui - [[03BoNseT akTUBUPOBATh
HEKOTOpHIe 371eMeHTHl KOHPUTYPaLUK TOIBKO B KOHCOIU COo00IIeHuH. - [To3BosieT
YIIPaBJIATh CECCUSIMU B KOHCOJIM COOOIIeHUH - [I03BOJISIET YCTaHABIUBATL CEAHCHI C
Pa3NUYHBIMU BUAMU IIPOTOKOJIOB - [103BOJISIET IepEeHANPaBIIsaTh COO0IIEeHNs U3 OOHOM
ceccuu B Ipyrymo - [1o3BosisieT BBOAUTH MTAaKETH APYTMMU MHCTPYMEHTaMU, TaKUMU KakK
MSSQL, MySQL, VNC, SSH, SMB, Jabber - [TongepxuBaeT Bce BUAB CETEBEIX MOHUTOPOB
mist Kaxporo mpotokosna: TCP, UDP, HTTP, FTP - OtnuyHo paboTaeT B CeTEBOM cpefe ¢
6onee 4yeM OTHUM OTKPHITEIM COeTUHEHNEM - MOXKHO ITPOBEPUTD, OBIIIN JIM CO3TAHBI
OTKPHITHIE COETUHEHUS UMK HeT - KaXkgoe coefuHEHNE MT03BOIAET YCTaHOBUTH Pa3InUHEBIE
[P-ampeca Ha3HayeHuUs, OPT, TapamMmeTpsl TCP, anropuT™Mbl KOHTPOIBHOM CYyMMEI,
aHalIM3aTop IPOTOKOJIOB, BCTPOEHHEIE MHCTPYMEHTH U MHOTO€ Apyroe. - [To3BoseT
COXPaHSTh HaCTPOUKM ITOCIIEeN0BaTEeIbHOM KOHCOJNIM ¥ BOCCTaHaBIUBaTh UX - [103BOMNsIET
3amycKaTh ceTeBble MOHUTOPH 1eaed4ebc
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KmoueBast 0co6eHHOCTh: + [ToMHODYHKIMOHANIBHEIN 3MYIISITOP/MYJITUIINIEKCOP TEPMUHAIA
+ Heckonbko nmpoTtokosnos: TCP, UDP, ananu3aTop ceTH, mocaemoBaTenbHbIA T0PT, SSH,
IIPOCIyIIMBaHKe KaHasioB, (paiIOBEIM ITOTOK, KOHCOML ¢ amynsaiueit ANSI u XTerm +
Hecxkonbko nopkmiouenuii: TCP, SSH, mocimemoBaTeNnbHBIN MOPT, (PaitIoOBLIM IOTOK,
IIPOCIyLIVBaHUE KaHalla, CeTeBOUM MOHUTOD + [lepekitouyeHre COeqUHEHUs C OGHOTO
npoTokona Ha gpyrou: TCP, SSH, nocnegoBaTenbHbIM, (aliIOBEIY IOTOK, IPOCIYLINBaHAE
KaHaja + BcTpoeHHBI MynbTUIIIEKCOp + CBsi3biBaHUE ceaHCOB + [lopmepxkuBaeT KOHUKOL
+ Peructparnusi coobiieHuy 1 omnoselienre + MuTepHeT-agpec/ckanupoBanue URL + TCP,
UDP, ceteBoii cauddep, nocmemoBaTenbHbl mopT, SSH, mpocnymrBanue KaHana,
(baiinoBhlil TOTOK + TeKCTOBEIE, MIeCTHAAIATEPUYHEIE U IBOMYHLIE TAKETH TaHHBIX +
MopanbHble, TepeKphIBaAOLUIECS U pa3fesieHHbIe co0bIIeHus: + BcTpoeHHEe
1I0CJieloBaTeIbHbIe/KOHCOIbHEIE Oydeps! + BeTpoeHHbM OpaHaMayap + Bo3M0OXKHOCTE
3amycka ceaHcoB SSH unu oTpaBKU I0JIb30BaTeIbCKUX KafipoB + Ucnomnb3yiTe 10 Ninja B
KaudeCTBe II0CJIeloBaTeIbHOU KOHCOJIU (Ha OCHOBE 3arIyIlKy) Uik B KauecTBe KoHCOoMU TCP
unu UDP + IP-agpec, MAC-agpec, npedpukc IP/macka cetu, uMs xocTta, ckauupoBaHue DNS
1 Macku cetu + [TogmepxkuBaeT GpuibTpaluio IopTos + BecTpoenHas o6onouka, Perl,
Python, Ruby, maketnas/ckpunTtoBas uuTerpanus + [loggepxuBaet C, Java, JavaScript,
Lua, Makefiles + Ilo3BomseT 3amyckaTh, OTCI€XKUBATh U KOHTPOIMNPOBATh aKTUBHOCTh
IIPOIIECCOB + BCTpPOEHHEIN NIaHNPOBIIUK 3afayd + [OCTyIHO HECKOJIBKO BEPCHUM
npunoxeHus Kak 3anycTuth (0DHOKpaTHO): CKavyaTh: Bl MoxeTe ckadaTth 10 Ninja ¢ ero
BeO-caiita ( Sourceforge.net ), u BbI MOXKeTe IIPOYUTATh HA 3TOM CaliTe HEKOTOPhIE IPYTHE
MHCTPYMEHTHI, KOTOpPhIe UMEIOT aHaJIOTUYHbEe QyHKIMU. ECcnu BBl XOTUTE yCTAaHOBUTH 1O
Ninja HanpsiMy10, IPOCTO pa3apXUBUPYUTE apXUB U OBaXKIHI IIEJIKHUTE YCTAHOBOYHHIN
Gaiin, 4TOOH 3amyCcTUTh ero. Eciu Bac uHTepecyeT Gonee noapobHas uHpopmalms o6 10
Ninja, BBl MOXKeTe IIEIKHYTh CIAETYIOIIYI0 CCHUIKY OJI1S IIOJIy4YeHUs AONOIHUTEIbHOU
nHpopmauuu: [Ipyrue cceinku g [0 Ninja: Yto Bel umete? Ecnu 4ero-to He XBaTaeT UJU
y Bac ecth Bompockl 06 10 Ninja, u ecnu Bbl He HaIllJTM OTBETa Ha CBOM BOIIPOC, TTOXKaIYHCTa,
HaNuIIuTe HaM KOMMEHTapUy, U MBI I0CTapaeMcsl [IOMOYb BaM KaK MOXKHO CKopee. Kak
IIPOTPaMMHO TIOJTy4YUTh MOCNIeAHIO HU(PY YKcia nu? f meITarock IPOrPaMMHO ITOJTyYUTh
nocnenHow nudpy 11, moToMy 4TO OHa yIIOMUHAETCSd B MaTeMaTU4eCKOM CIIPaBOYHUKE.
$\pi = \lim {n \to \infty} \frac{6"n

What's New in the 10 Ninja?

I0 Ninja — aTo ynoOHOe U HajexKHOe TepMUHAIbHOE IIPUI0KEHNE, KOTOPOE MOXKET
IPUTONUTHCS CUCTEMHBIM agMUHUCTPATOPaM MIIM OllepaTopaM CeTeBoM 6e30IacHOCTH,
JKeJaloluM OTCIIeXXHUBaTh I00ble N3MeHEHHUS B ceTH. [IporpaMMa MOXKeT BHICTYIIATh B POJIH



cuuddepa, mocnemnoBaTeNbHOT0 TepMuHana, TepMutana TCP, UDP unu SSH, mo3Bonss
paboTaTh ¢ pasnuyHbEIMU HHCTpyMeHTaMu. IO Ninja mo3BosisseT OTKPHIBATh HECKOJIBKO
COeMHEeHN OMHOBPEMEHHO Yepe3 OOUH U3 IOANEPXKUBAEMBIX IPOTOKOJIOB: COKeT TCP,
KaHasn SSH, mocnemoBaTeNnbHEIN TOPT, GaiIOBEIM IIOTOK, CUCTEMY IIPOCTYIINBAHUS KaHaJIOB
WU CeTeBble MOHUTOPEL [IporpaMMHOe o0ecliedyeHre COCTOUT U3 KOHCOJIM COOOIIEHNUH,
KOTOpas II03BOJISIET BaM IIKMCATh B BUAE 0OBIYHOT'O TEKCTA, OTIIPABISATh IAKETHl IBOMYHBIX
OAaHHBIX UM UMIIOPTUPOBATE (aliIbl ¢ moamepkKou KogqupoBku Unicode. BepxHsis 4acThb
uHTepderica mpencTaBiseT co0o maHeNlb COO0IIeHu M, Ha KOTOPOH 0ToOpaxKaeTcs XKypHa
aKTHBHOCTH, ITAaKeThl OMHAPHBIX TaHHBIX 1 UHGOPMAIIMOHHEIE TEKCTOBBIE COOOIIEHUS.
OpHaKo BBl MOXKETe IIePEeKIIYUTHCSA Ha KOHCOJIb TePMUHANa g IOAAEePKKY SIMYJISALUAN
ANSI u XTerm. ®yukuus Session Linking mo3BosseT nepeHanpasisiTh BXOASAIIKAE UTU
MCXOMsIIe COO0IIeHus C OQHOTO COeIUHEHUS Ha JPYToe, faXke eC/IA CeaHChl OTKPHIBAIOTCS
yepe3 pa3Hble IPOTOKOJIEL. BBl MOXKeTe HaCTPOUTh CEaHCHI, a 3aTeM UCII0Ib30BaTh
(GYHKIMIO CBSI3bIBAHUS, YTOOBI CO3MATh CBOET0 POMia OTHOIIEHNE CUHXPOHU3AUY MEeXKIY
HuMU. 10 Ninja HanucaH Ha CIelyaJbHOM S3bIKe IIPOrPaMMUPOBaHUSA Jancy U UMeeT
MHTETPUPOBAHHYIO Cpeny pa3paboTKy, KOTOopas MO3BOJISET IErKo HacTpauBaTh ero. OH
MoxkeT paboTaTh KaK OT/Iaf4YMK BBOJA-BRIBOMIAa C afalTUPYEMbIMU QYHKLIHASIMHU, Kak
npocnywmuBaTens TCP, aHanu3aTop CETU UK MOHUTOP IIOCIEN0BaTEILHOIO IopTa. Be
faxe MOXeTe U3MEHUTH CYLIeCTBYIOIINUX [IPOBAlIepOB CEaHCOB, CO3aTh IPOU3BOAHEIE
9K3eMILJIIPEL UJIM BBECTH HOBHIE aHAIM3aTOPHI IIPOTOKOJIOB, KaK Ha YPOBHE TPAHCIOPTa, TakK
¥ Ha ypoBHe npuinoxeHnuii. IO Ninja MoXeT IelCTBOBaTh KaK IIOCIEO0BaTEIbHEIN TePMUHA
unu Kak TCP-TepMuHar, 03BOAS BaM IOAKIIIOYATLCS K y3/1aM CETH, OTIIPaBIIATh MaKeTHl U
aHaANTM3UPOBATh BXofsIue coobmenuss. OH MoxkeT obecrieynBaTh PYHKIIMY TPOCITYIITUBAHUS
TCP Ha cTopoHe cepBepa u MoxkeT paboTaTth Kak UDP-TepMuHan C moagepKKOi
MpOKoBelaTeabHBIX epegay UDP. Bel MoxeTe 3amyckaTh ceaHChl SSH umu oTnpaBiaiaTh
II0JIb30BaTeIbCKHE Kagpkl C IIOMOIIBI0 HHCTPYMEHTOB aHanu3a cetu. CkayaTh U
MHCTPYKLHIO 1o ucnonb3oBaHuio 10 Ninja I'padpuueckuit uaTepderic aHanu3aTopa IakeToB
'paduueckui uHTEpPPerc paboTaeT Tak ke IIPOCTO, KaK U TEPMUHAIbHOE TIPUIIOKEHNE:
3anycTtute npunoxenue 10 Ninja 3anycTuTs aHanu3aTop makeToB [IOOKIIOUYUTHCS K
cepBepy OTKIIIOUUTHCA OT cepBepa Korpa Bel 3aKOHUYUTE CeaHC 3axBaTa: 3allyCTUTE
npunoxerre [0 Ninja HaxMuTe Ha BTOPYI0 KHOIIKY C3a[y, 3eJIeHYyI0 KHOIKY C HafllUuChI0
«BeIXOm», paclojIokKeHHYI0 B BepxHel 001acTy TaHe/Iu UHCTPyMeHToB. CKadaTh
IPUIOXKEeHWe [7I9 aHalu3a [TaKeToB JTO MIPUJI0XKEHNE SBISETCS aBTOHOMHBEIM U He TpebyeT
IO Ninja. On gocTyneH Ansd CKauyWBaHUS 37€Ch.



System Requirements For 10 Ninja:

MunumyMm: CoBmectumocTs ¢ Windows XP/7/8/8.1/10 u DirectX9 IIpoueccop Intel Pentium
4 (1800 MI'n1) unu coBMmectuMbiit 2 I'b O3Y XKectkuii nuck 2 I'b NVIDIA GeForce 8800GT
unu coBMecTuMas ¢ 256 Mb BugeonamsaTtu Pa3pemienne skpana 1024X768
Pekxomennyemuie: YeThipexbsgepHbi mpoiieccop Intel Core2 (2,4 I'T'11) unu aHANMOTUYHEIYN 4
I'b O3Y XKectkuu guck 2 I'bB NVIDIA GeForce GTX 560 Ti unu ananoruyssi ¢ 1 I'b
BUAeonaMaTu MrpaTe B



